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Activity Covered by this Policy 
 

This policy sets out the standards for acceptable use of social and communication media 
by staff at The Grange School. 
 

 Using the schools own computer systems or other devices linked to the Internet 
through the school network. 

 

 Using a private computer or device linked to the Internet through the school 
network. 
 

 Uploading any content by any means, including from home or mobile solution, to 
any social media site: 

 

a. on behalf of the school and/or 

 
b. that relates directly to school and/or 

 

c. that can be identified as being linked to the school and/or individuals linked 
to the school. 

 

To avoid doubt, individuals linked to the school includes staff, students, governors, 

former colleagues, former students, parents/carers.  
 
 

Definition of Social Media 
 
For the purpose of this policy social media means any facility for online publication and 



 

 

commentary, including without limitation, blogs, Facebook, LinkedIn, Twitter, Google+, 
Instagram, MySpace, Flickr, You Tube, The Grange Virtual learning environment. 
 

 
Acceptable Use 
 

Content uploaded to social media sites is not private.  Even where it is 
restricted to viewing by “friends” there remains a capacity for it to be re-
posted or distributed beyond its intended audience.   

 
Staff using social media for any of the activities detailed above should conduct 
themselves with dignity and respect.  In particular they should seek to portray the 

school in a good light. 
 
 

Policy to minimise risk whilst using electronic communication and social 
networking. 
 

As a member of staff you should: 
 

 always maintain a formal, courteous and professional tone in 

communicating with students and ensure that professional boundaries are 
maintained; 

 only use official channels of communication e.g. work e-mail addresses, 
VLE courses, school telephones and be aware of and comply with employer’s 
policies and guidance; 

 not exchange private text, phone numbers, personal e-mail addresses or 
photos of a personal nature with students or parents/carers; 

 firmly decline current or former student -initiated ‘friend’ requests and do 
not instigate any yourself.  Use your own discretion when dealing with friend 
requests from parents/carers.  It is acceptable to decline these invitations and 

remind parents/carers of more formal channels which they can discuss their 
child’s education; 

 operate online in a way in which would not call into question your position as a 
professional; 

 realise that students will be naturally curious about your personal life outside 
school and may try to find out more about you. 

 manage your privacy setting and keep them under review.  These are particularly 
important in regard to photos, and remember that no privacy mechanism is 
100% guaranteed; 

 ensure your settings prohibit others from tagging you in any photos or 

updates without your permission and you can ask others to remove any 



 

 

undesirable content related to you; 

 regularly audit and re-evaluate the information about you and who has 
access to it.  

 be aware that students and parents/carers may try and view your online 
social media profiles; 

 consider that conversations held online may not be private.  Be aware of 
who may have access to what you post; 

 assume that information you post can be accessed and altered; 

 not discuss students, colleagues, parents or carers online or criticise the school 
or others within the school community; 

 respect student privacy and confidentiality at all times; 

 use strong passwords and change them regularly.   

 always protect your mobile phone/smart phone/tablet computer with a PIN, 
especially when in school to protect access to its content and potential misuse;  

 as soon as practicably possible bring the matter to the attention of your line 

manager using the proper procedures, if you are the victim of cyber bullying or 
uncomfortable with comments, photos or posts made by students of or about 
you. 

 the use of a personal mobile phones or electronic communication devices  to 
communicate with parents/carers and students  is prohibited; 

 whilst using social networking sites and services with students do not use 
personal accounts:  

 set up and maintain media accounts associated and linked with your 
professional credentials e.g. school email account. @grangeICT 
@grangeBIZalevel 

 whilst using school initiated social network accounts do not follow 
students or give them the ability to publically post on a school account. 

 ensure the subject leader/line manager has knowledge and access to the 
school initiated network account. 

 
How can teachers minimise risk for their students when using electronic 

communication and social networking? 
 
As a teacher you should: 

 
 report the matter to your line manager using the appropriate procedures if you 



 

 

come across or are made aware of inappropriate use of electronic 
communication or social networking by a student or concerning a student; 

 alert your students to and encourage them to use appropriate and safe online 

behaviour; 
 be aware of and comply with the policy in regard to taking and sharing photos of 

children; 

 Ensure any safeguarding issues are reported to a designated member of staff 
immediately; 
 

In Conclusion 
 
Before posting materials online stop and ask yourself: 

 
1.  Might it reflect poorly on you, the school or the teaching profession? 

 

2.  Is your intention to post this material driven by personal reasons or professional 
reasons? 
 

3. Are you confident that the comment or other media in question, if accessed by 
others, (colleagues, parents/carers etc.) would be considered reasonable and 

appropriate? 
 

 
 


